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Abstract: In this paper, a bio-inspired black widow optimization algorithm has been
employed to determine the optimal parameter values of the chaotic logistic map algorithm
for image encryption. The Black widow optimization algorithm is based on the mating
behaviour of black widow spiders and it provides early convergence over the other
algorithms due to an exclusive stage known as cannibalism. This stage removes the
inappropriate solutions in each iteration. The proposed method employs the traditional
confusion and diffusion architecture. Initially, in the proposed method, optimal parameter
values of the chaotic logistic map algorithm are determined using the Black Widow
optimization algorithm and a random key is generated. After that, an Exclusive-OR
operation is performed between the secret image and a random key to achieve confusion.
Next, to achieve diffusion, the image matrix is randomly circular shifted horizontally and
vertically. The simulation evaluation is performed on standard dataset images. Further,
subjective and objective analyses are performed for the proposed method to evaluate its
performance over the existing methods. At last, comparative analysis was done with the
existing methods and it was found that the proposed method provides better entropy and
number of pixel change rates than the existing methods.

Keywords: Bio-Inspired, Black Widow Optimization, Chaotic Map, Confusion-Diffusion,
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1. Introduction

Due to advancement in the technology and improvement of the people’s living demand, the text-
oriented communication is gradually moved towards images [1]. Images are prone to attack on
the internet. Therefore, cryptography is used to secure the images on the internet [2]. In the

literature, a number of image encryption methods are proposed to secure the images. However,
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images contain some inherent features such as large amount of data, high redundancy and strong

correlation between adjacent pixels [3]. Thus, traditional cryptography methods such as data
encryption standard (DES) and advanced encryption standard (AES) are not efficient for image
encryption [4].

Chaotic function is most preferred over traditional cryptography methods for image encryption
because it provides numerous advantages such as extreme sensitive to initial conditions, provides
non-linearity and unpredictability [5]. Fridrich was the first to combine chaotic systems theory
with cryptography theory and apply it to an image cryptosystem in 1998. This effectively ensured
that the method could work as intended. Since then, image cryptosystems based on chaotic systems
have grown into an important topic of cryptography, with a number of promising findings
emerging from the field. For image encryption, several chaotic maps such as logistic maps, tent
maps, henon maps and cubic maps are employed [6]. As it is known, initial parameter values play
an important role in chaotic map and inappropriate selection of parameter value, negatively impact
the security parameter. Therefore, in the literature, bio-inspired optimization algorithms are
successfully applied for determining the optimal parameter values of chaotic function. In the
literature, genetic algorithm [7], grasshopper optimization [8], gravitational search algorithm [9],
teaching learning-based optimization [9], and dynamic harmony search [10] algorithms are
successfully applied for calculating the optimal parameter values of chaotic map algorithm. Out of
these, genetic algorithm is the most preferred algorithm [7,11-13]. However, genetic algorithm
faces numerous challenges such as low convergence rate and local optima problem. Therefore,
other optimization algorithms are explored that provides faster convergence rate and global
solutions. It is seen that black widow optimization algorithm is the most superior algorithm
because black widow spiders can mate in parallel and generate number of offspring’s [14]. Thus,
it can explore more possible solutions. Besides that, it contains one stage known as cannibalism.
This stage eliminates the inappropriate solutions in each iteration. Thus, new solutions are
generated with best populations in the sub-sequent iterations. Black widow optimization algorithm
is successfully applied for number of applications in the literature such as image segmentation [15],
feature selection [16], suspended sentiment load prediction [17], object detection [18], and in
multilevel thresholding [19].

The main contribution of this paper is to calculate the optimal parameter values of chaotic logistic
map algorithm using the bio-inspired black widow optimization algorithm for image encryption.
To achieve this goal, we have designed an objective fitness function using entropy parameter. Based
on this fitness function, a complete random key is generated. Image encryption method based on
traditional confusion and diffusion architecture. Further, to achieve image encryption, in the
confusion stage, XOR operation is performed between secret data and random key. After that, in
the diffusion stage, horizontal and vertical circular shift is performed to achieve final encryption.
The simulation evaluation shows that the convergence rate is fast because black widow

optimization algorithm quickly searches the optimal parameter values. Further, encrypted image
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is completely noisy and the proposed method achieves higher values of entropy, Mean square error,

number of pixel change rate and low value of correlation coefficient, PSNR.

The remaining paper is organized into 6 sections. Section 2 illustrates the related work. Section 3
describes the chaotic logistic map and the black widow optimization algorithm. Section 4 explains
the proposed image encryption method. Section 5 shows the results and analysis. Finally,

conclusion and future scope is drawn in Section 6.

2. Related Work

Chaotic map is successfully applied for image encryption due to its numerous advantages such as
extreme sensitivity to initial conditions, non-linearity, unpredictability, and ergodicity [20].
Multiple chaotic maps such as logistic map, tent map, henon map, and cubic map are used for
image encryption [6]. Out of these, chaotic logistic map is the most preferred in the literature. In
the initial phase, manually parameter values are selected. Therefore, easy to cryptanalyzed.
Bio-inspired algorithms were effectively employed to find the parameters in recent times. The
optimum or nearly optimal solution may be found through bio-inspired optimization methods
[21]. In the first phase, an initial population is formed, the size of which is determined by the
specifics of the situation at hand. Most solutions in the population are in the hundreds so that one
can try them all. Such answers are often attained by chance. After that, the fitness function for each
population is determined. The fitness function is utilized to resolve the optimal answer and so its
selection is of the utmost importance. Based on the characteristics of the issue, the fitness function
may be minimized or maximized. Finally, the genetic algorithm uses biologically-inspired processes
like crossover and mutation to produce new solutions from the original population. The efficiency
of the new solutions is then compared to the best solution; if the new solutions are more
appropriate, the optimal solution is altered. The generating procedure is continued until a good
solution is identified.

In 2012, Abdullah et al. [7], generated n number of encrypted images using original image and
chaotic function. After that, encrypted images used a population for genetic algorithm to determine
the best encrypted image that provides high entropy and low correlation coefficient. In 2016,
Khadijeh Mirzaei Talarposthi and Mehrzad Khaki Jamei [10], designed a two-stage step to
maximize entropy and minimize correlation coefficient using dynamic harmony search algorithm.
In 2018, Noshadian et al. [9], optimized chaos-based image encryption scheme using teaching
learning-based optimization (I'LBO) and gravitational search algorithm (GA). The TLBO
provides superior results over gravitational search algorithm. In 2019, Shelza Suri and Ritu Vijay
[11], deployed the genetic algorithm for chaotic function. Further, single and multi-objective
functions are designed. The hybrid combination of entropy and correlation coefficient as an
objective function provides superior results over other combination of objective functions. In
2020, Bhaskar Mondal and Tarni Mandal [12], hybrid the linear feedback shift register, chaotic
tent and logistic map algorithm for key generation. Thereafter, process the original image in fixed

block size. Further, perform XOR and genetic operations to get encrypted image in the output. In
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2020, Niu et al. [13], uses the keccak, henon map, DNA encoding, and genetic operations to

achieve image encryption. In 2022, Khalaf et al. [8], determine the optimal parameter values of 7

and X, using grasshopper optimization algorithm and uses entropy as an objective function.

3. Introduction to Chaotic Logistic Map and Bio-Inspired Black Widow Optimization
Algorithm
In this section, chaotic logistic map and black widow optimization will be described briefly.
3.1 Chaotic Logistic Map Algorithm
Unlike noise signals, which can only be approximated, chaotic functions may be accurately
replicated as long as we know the fundamental values and the corresponding drawing function.
The following are a few of the many benefits of these signals [8].
Sensitivity to Primary Conditions: By this benefit, we imply that a very small adjustment to the
initial sum may have far-reaching effects on the succeeding metrics. It just takes a little shift in the
total signal strength to produce a radically different output.
Apparently Accidental Feature: To replicate accidental numbers, we only need to know the main
quantities along with the drawn function, in contrast to the production of accidental natural
numbers, where the range of numbers cannot be duplicated.
Deterministic Work: The chaotic functions are perfectly accurate because of their accidental
manifestation. With the sketched function and the fundamental quantities, one can generate and
replicate seemingly random sets of numbers.
In the literature, chaotic logistic map is the most preferred algorithm in the chaotic function and
is determined using Eq. (1).

X1 = "X (1 — xp) (1)
In Eq. (1), v € (0,4) is a logistic parameter and x;; € (0,1) system variable, respectively. On the
other hand, n is the iteration number. Figure 1 shows the bifurcation diagram of the chaotic logistic
map algorithm. Figure shows that chaotic logistic map has chaotic behaviour when 7 € (3.57,4).
3.2 Black Widow Optimization Algorithm
Black widow optimization algorithm is an evolutionary algorithm and it is based on mating

behaviour of black widow spiders. The flowchart of it is shown in Figure 1 [14].
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Figure 1 Flowchart of the Black Widow Optimization Algorithm [14]

Initialization of Population: In order to find a workable solution to an optimization process, the
numbers of the relevant variables need to take a certain shape. In the terminology of PSO and GA,
this structure is described as a chromosome and in the terminology of PSO, it is referred to as a
particle location; however, in the black widow optimization method (BWO), it is referred to as a
widow. Each possible answer is compared to a Black Widow spider in the Black Widow
Optimization Algorithm (BWO). Black widow spiders represent the issue variables and their
values. For the purpose of this work, the structure may be thought of as an array for the purpose
of solving benchmark functions.
The answer to an optimization issue with Nvar dimensions is represented as a widow, an array of
size 1 XNvar. The following is the syntax for defining this array:

widow = [X1, X3, e vee o Xnpar] (2)
The fitness of widow is obtained by evaluation of fitness function f at a widow of (#1, 22, . . .,
MNvar ). So Fitness = (widow) = f (X1, X2, «es ver + - XNvar)
First, a spider population, denoted by Npop, is formed to populate a potential widow matrix, of
size Nvar. The next phase is for a randomly chosen set of parent couples to carry out the mating
process and at this point the female black widow will consume the male.
Procreate: As the couples are autonomous from one another, they begin to mate in order to
generate a new generation simultaneously. This replicates how mating occurs in nature, where ecach
pair does it in its own web, independently of the others. In the actual world, each successful mating
result in the production of around one thousand eggs, but in the end, some of the spider infants

survive to become stronger adules. Thus, in this reproducing technique, one need to first generate
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a widow array containing random values (named alpha), and then we use alpha in the following

formula (equation 3), where x1 and x2 are the parents, and y1 and y2 are the offspring.
{yl =X x1 + (1—) X x; 3)
Y2 =XX x5 + (1-) X xq
While conducting this procedure Nvar/2 times, one should take care to avoid duplicating any of
the randomly chosen numbers. Cannibalism score is then used to choose some of the fit people to
add to the newly formed population. Afterwards, the offspring and the mother are placed to an
array and ordered by their overall fitness value. These procedures are applicable to both sets.
Cannibalism: Specifically, there are three distinct forms of cannibalism in action. The first kind of
cannibalism is known as sexual cannibalism and it occurs when a female black widow consumes
her husband while they are mating or shortly thereafter. The fitness scores were used to distinguish
between male and female users of this method.
Cannibalism may also occur amongst members of the same species, such as when powerful
spiderlings consume their weaker siblings. The number of survivors is calculated in this algorithm
based on a cannibalism rating (CR) that we have established. It is not uncommon to see the third
kind of cannibalism, in which the young spiders consume their mother. The fitness value is used
to rank baby spiders on a scale of how healthy they are.
Mutation: First, a sample of the population equal to Mutepop is chosen at random. Each one of
the optimal solutions, shuffles the array by exchanging any two adjacent members at random.

Mutepop is determined by the mutation rate.

Population, Iteration,
Procreate, Cannibalism Rate,
and Mutation Rate

'

Original Image > BWO Algorithm
\ 4 \4
Substitution Stage | Key nge:\ration using (_Zhaotic ) Optimal Parameter Values
) Logistic Map Algorithm Xoand r)

v

Subjective and Objective

Permutation Stage .
Analysis

Encrypted Image

\4

\ 4

Figure 2 Proposed Image Encryption Method
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4. Proposed Image Encryption Method

Figure 2 illustrates the working of the proposed method used for image encryption. The proposed
method employs traditional confusion and diffusion architecture which is achieved using
substitution and permutation stage. In substitution stage, exclusive-OR operation is performed
between original image pixel and random key. A random key is generated using the chaotic logistic
map algorithm. The optimal parameter values of chaotic logistic map are determined using the
black widow optimization (BWO) algorithm. The BWO algorithm gives the optimal parameter
values based on the objective function. We have designed an objective function based on entropy
parameter. Further, in the permutation stage, circular shifting is performed horizontally and
vertically based on two random numbers, K1, K; to get encrypted image. K; performs the circular
shift row-wise to achieve horizontal permutation, whereas K, performs the circular shift column-
wise to achieve vertical permutation. The value of K1 K is determined by how many odd pixels are
available in the row and column-wise. Next, subjective and objective analysis of encrypted image
is performed to validate its performance over the existing method. In the last, encrypted image

along with optimal parameter values of 7x,, is communicated to the receiver to decrypt the image.

4.1 Determination of Optimal Parameter Values using BWO Algorithm

In this section, we have explained the way BWO algorithm determines the optimal parameter
values of chaotic logistic map function.

1. In the first step, total number of populations, objective function, iterations, procreate rate,
cannibalism rate, and mutation rate are defined.

2. In the second step, initial population of 7 and x,, is generated in the range of [3.57 — 4] and
[0-1]. Therefore, the dimension of ecach population is 2. The first value represents 7 and second
value x,,.

2. In the third step, fitness evaluation of each population is done based on the objective function
and best population is determined as best solution value of 7 and x,.

3. In the fourth step, randomly populations are selected to generate new offspring’s using procreate
step.

4. In the fifth step, generated offspring are added in the initial population. Next, initial population
is sorted based on the objective function.

5. In the sixth step, inappropriate population which provides inferior solutions are removed from
the population using the cannibalism step.

6. In the seventh step, mutation step is performed randomly to update the population.

7. The whole process of generation is performed until optimal parameter values are found.

5. Results and Discussion
In this section, the simulation results and analysis are performed and compared with the existing
methods to validate the performance of the proposed method. The benchmark grey scale images

are taken under consideration for encryption purposes. The size of the images is 512 X 512. The
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benchmark images are published available on the USC SIPI image database [22]. MATLAB
software is used for simulation and the system configurations are 2.70GHz-Intel(R) core (TM) i7-
7500U CPU, 8GB RAM, and a 64-bit operating system. Table 1 shows the input parameter values
of BWO algorithm to determine optimal parameter values of chaotic logistic map algorithm.
Further, subjective and objective analysis of the proposed method is done and compared with the
existing methods.

Table 1 Parameter Values of BWO Algorithm

Parameter Values

Population 50

[terations 100

Procreate Rate 0.50

Cannibalism Rate 0.50

Mutation Rate 0.1

Lower and Upper Bound Values of x,, and r (0,1) and (3.57,4)

5.1 Subjective Analysis
Table 2 shows the subjective analysis of the proposed method. Based on the visual quality, original
and encrypted images are compared in this analysis. The result shows that the encrypted image is

completely noisy. Thus, it is difficult for the attacker to determine original image from it.

Table 2 Subjective Analysis
Original Image

Images

Lena

Baboon

Barbara
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Pepper

Boat

5.2 Objective Analysis

In this section, objective analysis of the proposed method is done to evaluate its performance and
parameters are determined for it is explained below [23-26].

Convergence Rate: Convergence rate defines how quickly bio-inspired algorithm searches the
optimal solution. It is plotted between iteration v/s fitness function. Figure 3 shows the
convergence rate of the BWO algorithm to determine the optimal parameter values of chaotic
logistic map algorithm for Different Images. The result depicts that the BWO algorithm quickly

searches the optimal solution due to parallel mating process and cannibalism stage.

CONVERGENCE RATE FOR DIFFERENT
IMAGES

—4—|ena ——Baboon =A—Barbara Pepper == Boat

7.99

7.985

7.98

7.975

7.97

7.965
0 20 40 60 80 100 120

Figure 3 Convergence Rate for Different Images

Entropy: This parameter measures the degree of uniformity and the uncertainty distribution in an

encrypted process. It is determined using Eq. (4).
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H(m) = 3, ' p(my) x log, (ﬁ) @

In Eq. (4), p(m;) denotes the probability of the pixel. The ideal value of entropy in the encryption
process is 8. As a result, entropy closer to 8 indicates greater randomness in the image. Table 3
shows the entropy value of different images. The result shows that the proposed method achieves

entropy near to 8. Thus, proposed method provides randomness in the image.

Table 3 Values of Entropy for Different Images

Images Lena Baboon Barbara Pepper Boat
Original Entropy 7.4113 7.1293 7.3634 7.5517 7.1192
Encrypted Entropy 7.9869 7.9816 7.9842 7.9873 7.9698

Correlation Coefficient: This parameter measures the amount of correlation between original and
encrypted image. It is determined using Eq. (5).

= i, 2N 1 (01;j—0D)(El;;~ET) 5)
J ((o1-01))’ (E1~ET)

In Eq. (5), OI, EI denotes the original and encrypted image and 01, Eldenotes the mean values of

it. In the encryption process, a lower value of correlation coefficient is required. This reflects a
minimum correlation between original and encrypted image. Table 4 shows the correlation
coefficient for different images. The result shows that the proposed method achieves correlation

coefficient near to 0 value. This reflects that minimum correlation between original and encrypted

image.
Table 4 Values of Correlation Coefficient for Different Images
Images Lena Baboon Barbara Pepper Boat
CC -0.0152 -0.0132 -0.0173 -0.0045 0.0455

Mean Square Error (MSE): MSE determines the mean square error between original and encrypted

image using Eq. (6).

MSE =

M N
Yiz1 X1 (011j—El;j)?

MXN

©)

In Eq. (6), OI, EI denotes the original and encrypted image and MN denotes the row and column
of the images. A higher value of MSE required in image encryption methods. Table 5 shows MSE
value of different images. The result shows that the proposed method achieves high value of MSE.

Table 5 Values of MSE for Different Images

Images

Lena

Baboon

Barbara

Pepper

Boat

MSE

3299.1

3098.2

2309

3102

3493.5
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Peak Signal to Noise Ratio (PSNR): It is determined using Eq. (7). A lower value of PSNR is

required in the encryption process.
PZ

MSE (7)
In Eq. (7), P denotes the peak value of the image. In the grey-scale images, its value is 255. Table

PSNR == 10 loglo

6 shows the PSNR values of different images. The result shows that the proposed method achieves
low value of PSNR.

Table 6 Values of PSNR for Different Images
Images Lena Baboon Barbara Pepper Boat
PSNR (in dB) | 12.9469 | 13.2198 14.4966 13.2145 12.6982

Number of Pixel Change Rate (NPCR): This parameter determines the rate of change of pixel
values in two encrypted images with change of one pixel value in the original image. It is
determined using Eq. (8).

M yN ]
22PN 0 (8)
MXN

In Eq. (8), D(i, ) denotes the difference between two encrypted images. A higher value represents

NPCR =

the strong encryption. Table 7 shows the NPCR value of different images. The result shows that
the proposed method achieves high NPCR near to 100.

Table 7 Values of NPCR for Different Images
Images Lena Baboon Barbara Pepper Boat
NPCR 99.4751 99.5361 99.6094 99.9920 99.5300

5.3 Comparative Analysis

Table 8 show the comparative analysis is performed with the existing methods based on entropy
and number of pixel change rate. The result shows that the proposed method achieves superior
results over Shelza Suri and Ritu Vijay [11] and approximate near values to Khadijeh Mirzaei
Talarposthi and Mchrzad Khaki Jamei [10].

Table 8 Comparative Analysis based on Entropy Parameter

Images Khadijeh Mirzaei Talarposthi and | Shelza Suri and Ritu | Proposed
Mehrzad Khaki Jamei [10] Vijay [11] Method
Lena 7.9815 7.82200 7.9869
Baboon 7.9839 - 7.9816
Pepper 7.9857 - 7.9873
Boat 7.9784 - 7.9698
Cameraman | 7.9893 7.79944 7.9779
Coin - 7.80898 7.9765
Rice - 7.82904 7.9461
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Table 9 Comparative Analysis based on NPCR Parameter
Khadijeh Mirzaei | Shelza Suri and Ritu Vijay | Proposed
Talarposthi  and | [11] Method
Mehrzad ~ Khaki
Jamei [10]
Lena 99.5918 99.2188 99.4751
Baboon 99.6027 - 99.5361
Pepper 99.6409 - 99.9920
Boat 99.6265 - 99.5300
Cameraman 99.6171 99.5117 99.9920
Coin - 99.5117 99.4202
Rice - 99.5117 99.3041

6. Conclusion and Future Scope

In this paper, a bio-inspired algorithm is successfully applied to determine the optimal parameter
values of the chaotic logistic map algorithm that enhances its security. To achieve this goal, the
black widow optimization algorithm is taken under consideration due to its faster convergence rate
than the existing methods. The simulation evaluation is performed on standard dataset images.
Furthermore, subjective analysis shows that the encrypted images are completely noisy, whereas
objective analysis shows that the proposed method achieves high values of entropy, MSE, NPCR,
and low values of correlation coefficient and PSNR. In the last, comparative analysis shows that
the proposed method is superior results over Shelza Suri and Ritu Vijay [11] and approximate near
values to Khadijeh Mirzaei Talarposthi and Mehrzad Khaki Jamei [10]. In the future, we will
explore other chaotic map algorithms to enhance their security using bio-inspired optimization

algorithms.
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