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Smart city highly relies on cloud computing, Internet of Things and other new technology
means, which bring hidden information risk diffusion to urban information security. How
to reasonably allocate current urban resources, avoid these information security risks as
much as possible, and obtain the highest benefits, have become a practical problem to
the current healthy development of smart cities. Based on the discussion of related con-
cepts and technical theories, the information security resource allocation influencing fac-
tors index system is constructed from the following aspects: resources, threat sources,
vulnerabilities and security measures. With the further analysis of information security fac-
tors and their affecting mechanisms, the basic theoretical framework of information secu-
rity resource allocation is established based on the evolutionary game. The information
security resource allocation problem is divided into the internal resource allocation and
external resource allocation. External resource allocation is subdivided into complemen-
tary external resource allocation, alternative external resource allocation and weakly relat-
ed external resource allocation. Under this framework, the subject relationship in various
situations is analyzed. This research work can conduct a reasonable allocation of resources

related to information security.
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he concept of smart cities, originating from

the field of media, refers to using a variety

of new technologies or innovative concepts
to effectively connect and integrate various sys-
tems and services through reasonable resource al-
location in cities, so as to optimize urban man-
agement and improve life quality of residents [1-
3]. Smart cities fully apply all kinds of new tech-
nologies (such as Internet of things (IoT), cloud
computing, virtual reality, etc.) into all walks of
life in cities [4-6]. By establishing the intercon-
nection in broadband ubiquitous networks, inte-
grating application of intelligent technologies and
sharing resources Widely, smart cities obtain com

-prehensive and thorough perception abilities to
realize fine and dynamic management of cities
and effective improvement of life of residents [7-
10].

Smart cities have been valued by countries all
over the world since they came into being, which
provide more convenience for people’s life while
improving the intelligent level of cities [11-13].
However, smart cities are highly dependent on
new technologies including cloud computing and
IoT [14-16], which brings a hidden danger of
spreading the information risk while applying
technologies and poses multi-facetted impacts on
information security in cities [17-20]. How to
reasonably allocate the current resources in cities
to avoid the information security risk as far as
possible and obtain the maximum benefits has
become a practical problem that smart cities have
to be faced in their healthy development [21-25].
Firstly, the relevant concepts and theories of re-
source allocation to information security in smart
cities were introduced. Based on this, an index
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system of factors influencing resource

allocation to information security was established,
mainly including four first-level indexes, nine sec-
ond-level indexes and 31 third-level indexes [26].
These indexes all play an important role in the
resource allocation to information security. Sec-
ondly, according to the actual situations, the re-
source allocation to information security was clas-
sified into internal resource allocation and exter-
nal resource allocation in cities and the latter was
sub-classified into complementary, alternative and
weakly-correlated external resource allocation.
Based on the evolutionary game theory, the basic
theoretical framework of resource allocation to
information security was established. In this
framework, the relationships between subjects

under various situations were analyzed.

INFLUENCING FACTORS INDEX SYS-
TEM

Comprehensive analysis on factors influencing
resource allocation to information security and
establishment of the corresponding index system
are the bases for reducing the information security
risk in smart cities in the context of big data.
From the perspective of information security, the
first-level indexes in the index system can be
summarized into four aspects, namely resources,
threat sources, vulnerability and safety measures
by combining with the current situations of smart
cities, as shown in Figure. 1.

Figure. 1
Factors influencing information security
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Information Resources
There are many kinds of information re-
sources, but it is evident that the higher the value
of resources, the greater the risk may be faced in
the actual situations. In accordance with relevant
definitions of smart cities and information re-
sources, the influencing factors of resources are
sub-classified into three second-level indexes:
management personnel, infrastructure and eco-
nomic investment, that is, manpower, material
resources and financial resources. By further ana-
lyzing the information security risk based on these
indexes, the third-level indexes are obtained and
the results are shown in Figure. 2. The number of
management personnel for information security
as an obvious impact on information security. By
mastering network security skills, these personnel
can provide a guarantee for information security
in smart cities. Personnel quality is used as an in-
dex mainly because if management personnel do
not abide by the rules and thus cause unauthor-
ized access, it is easy to leave information out of
control, thus affecting information security. In
terms of core equipment, at present, most infra-
struc- tures and key technologies for information securi-
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ty in China are still mastered by big companies in
other countries, which brings a great security risk
to a certain extent. There may be bugs and back-
doors in some systems, so that the information is
casily tampered or stolen. With the continuous
development of the IoT, the IoT infrastructure is
playing an increasingly important role in smart
cities, supporting all kinds of application services
in cities. When the IoT infrastructure is attacked,
it easily leads to disclosure of personal privacy or
leaking of business secrets, and even paralysis of
the system. Equipment for wireless networks is
also taken as an index mainly because WIFI, as an
essential part of urban infrastructure, provides a
lot of convenience for residents, but there is the
risk of information leakage during data transmis-
sion. Application systems can directly affect the
construction and development of smart cities, and
their maturity reflects the level of information
security in cities. Direct economic investment re-
fers to the funds that cities directly invest in the
construction of information security. Its propor-
tion in the total output value and the amount of
investment play a decisive role in the construction
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and guarantee of information security to a great
extent. Indirect economic investment mainly im-
plies the additional construction funds for infor-
mation security invested in other ways or for oth-
er purposes, which also provides a certain guaran-
tee for the construction of information security.

Threat Sources

Threat is an objective factor that probably
causes the potential risk for information security
in smart cities. The influencing factors of a threat
source are sub-classified into two second-level in-
dexes, namely technological and management
threats. By further analyzing the information se-
curity risk based on the indexes, the third-level
indexes are obtained and the results are illustrated
in Figure. 3. The physical environment is used as
an index because the system operation may be
interrupted by various external disasters, which
results in the loss of some important data or files
and increases the probability of the information
security risk. As for software and hardware, its
failure rate is mainly taken into consideration.
Because the system of smart cities contains a large

number of software and hardware, in the event of
a fault, it may lead to service interruption or data
damage and loss, resulting in the information se-
curity risk. In terms of data, data theft and tam-
pering are mainly considered, which is the most
prominent problem faced by smart cities at pre-
sent. Collusion of service providers with law-
breakers for interest and intrusion of hackers will
cause leakage of personal information and busi-
ness secrets and some sensitive data are likely to
be out of control, so that the confidendiality of
data is difficult to be ensured. With regard to the
management system, from the perspectives of
preventing uncertain factors and unreasonable
management systems, it is mainly risk-oriented
and focuses on formulating reasonable regulations
for medium- and high-risk systems to ensure the
healthy development of information security in
smart cities. Human threat is the security factor
that is most difficult to control in the confirma-
tion of threat sources. In many recent events, the
integrity, confidentiality and availability of the
information system are threatened all due to in-
tentional or unintentional operation of insiders.

Figure. 2
Index system of factors influencing information security in smart cities based on resource value
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Figure. 3
Factors influencing information security in smart cities in the confirmation of the threat sources

’ Primary Index ’

Source of threat

YN

) Tertiary Index ()

Technical Managing
Threat threats
L A 4 l l l
m N =z
2 gl|8dZX Pl B o
=T |le 8 oll<a3l|T2
<l o a8z 3
(=) v} a2 Q o &
ERIIERIRERIEEREE
3 ) 33|98
o =|S 3 ) 2
=1 @ 2

Vulnerability

Vulnerability is considered mainly because in
the context of big data, the defects of the infor-
mation system in smart cities are threatened and
taken advantages of, which renders the system
possibly under risk of attack. The influencing fac-
tors of vulnerability are sub-classified into two
second-level indexes: vulnerability in technology
and management. The third-level indexes are ob-
tained by analyzing the information security risk
based on the above factors, and the results are
demonstrated in Figure. 4. The IoT equipment is
the basis of smart cities; however, a lot of im-
portant equipment has not been localized but re-
lies on big companies in other countries to a large
extent and is easily restricted. In the meanwhile,
because the equipment is widely distributed in an
open space, it is very vulnerable. As to the net-
work, its system vulnerabilities, defects of network
components, and incorrect configuration of the
system are mainly taken into consideration. Pre-
venting this potential threat can effectively guar-
antee the information security in smart cities. In
terms of applications, there are numerous applica-
tions in smart cities, and many of them adopt
open-source software, which brings a hidden dan-
ger for information security and renders them
susceptible to malicious attack of lawbreakers.
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Data which are generated all the time in smart
cities are very important for smart cities. Howev-
er, various vulnerabilities easily appear in the pro-
cess of data storage, transmission, access and en-
cryption, which leads to data theft and tampering.
As for the physical environment, the internal and
external environment, supporting protection
equipment and support equipment around are
mainly considered. Strategy and system are con-
sidered mainly because it is the only way to stand-
ardize information security, formulate security
strategies and management systems, and prevent
and control the information security risk in the
context of big data in smart cities. Organizations
and personnel of security management can pro-
mote the effective development of information
security, and ensure the stable operation of the
information system. At the same time, to specific
personnel, the protection responsibilities to pre-
vent the information security risk can be assigned.
With respect to security operation and mainte-
nance management, with the continuous ad-
vancement of information security construction
in smart cities, its importance is gradually valued.
It is mainly aimed at the daily maintenance and
management of information security. Once un-
stable factors are found, reasonable measures
should be taken immediately.
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Figure. 4
Factors influencing information security in smart cities in the identification of vulnerability
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Safety Measures

Safety measures are a barrier to protect infor-
mation security in smart cities, which can effec-
tively reduce risks of security accidents and vul-
nerabilities, and provide technical supports and
management mechanisms for some resources. The
influencing factors of safety measures are sub-
classified into two second-level indexes: preventive
measures and protective measures, on which basis
the information security risk is further analyzed to
obtain the three-level indexes. The results are
shown in Figure. 5. The intrusion prevention and
detection, as an important part of information
security, can effectively prevent network infra-
structure from denial-of-service attack. Anti-virus
software is taken as an index by mainly consider-
ing that network virus has become a high-risk
field threatening information security, and a good
way to prevent against network virus at present is
to install anti-virus software with a strong anti-
virus ability. However, since development of virus
always precedes the anti-virus software, the cover-
age of the software is more important. Patch up-
grading is selected as an index because it can ef-
fectively prevent occurrence of information secu-
rity events in time when vulnerabilities of applica-
tion software are emerging in an endless stream,
resulting in diverse types of attack virus. Taking
the emergency plan as an index is mainly because
network information security events are often
emergencies, which may cause huge losses. There-
fore, formulating a reasonable emergency plan for
information security can effectively reduce the
information security risk. Safety education and
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training is mainly to enhance the ability of smart
cities in identifying the information security risk
through education of basic knowledge of public
information security and cultivation of ability of
professionals for information security. The man-
agement and supervision mechanism is selected
mainly considering that the healthy and efficient
operation of smart cities needs an orderly, stand-
ardized and unified management and supervision
mechanism to assign safety responsibilities and
avoid the system damage caused by unintentional
or malicious behaviors of staffs. As for access con-
trol, it is used as an index because a lot of open
interfaces of application programs in the system
provide opportunities for illegal access, so the in-
formation security risk is controlled by setting the
limit of authority of users to ensure that infor-
mation is not illegally accessed. Identity authenti-
cation is also an effective prevention and control
means for the information security risk. By identi-
fying identities of accessors, the types of resources
that they can access are prescribed, while the in-
formation beyond authority cannot be obtained
by them. In the meanwhile, this also facilitates the
accountability after information interception by
visitors. Data encryption and audit is mainly to
encrypt data in the context of big data, which can
effectively prevent the information from being
spied and ensure the integrity of data to a certain
extent. Data backup and recovery is particularly
important to ensure security of data. In case of
system failure or data loss, the system can be re-
stored to its original state immediately.
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Figure. 5
Factors influencing information security in smart cities based on safety measures
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PROPOSED RESOURCE ALLOCATION
METHOD

Basic Framework

With the constant development and progress
in new technologies, such as artificial intelligence,
big data, IoT, cloud computing and virtual reality,
the development and construction of smart cities
has been realized, but there are also great threats
and challenges in information security. To effec-
tively respond to these threats and challenges, by
fully understanding the factors influencing re-
source allocation to information security, this
study established a reasonable and effective theo-
retical framework of resource allocation to infor-
mation security based on the current popular evo-
lutionary game theory. The framework can play
its due role in the protection of information secu-
rity. By analyzing the index system of influencing
factors in the above section, it can be seen that
these common links including software and
hardware, data, network, application, external

Tob Regul Sci.™ 2021;7(4-1): 805-815

environment and management are involved in all
influencing factors in smart cities. In a city, how
to plan the limited resources and avoid the re-
strictions of the above factors, so as to play the
maximum efficiency of all resources and well pro-
tect the information security is one of the prob-
lems that need to be considered. For a city that
has communication with the outside world, all
internal resources therein are regarded as a whole,
in which some external resources can comple-
ment, be replaced, and weakly correlated with
internal resources. How to allocate the resources
reasonably to improve the safeguard effects on
information security is also an issue to be consid-
ered. In conclusion, the resource allocation to in-
formation security in a smart city is to analyze
how to allocate internal and external resources of
the city. According to the evolutionary game the-
ory, the theoretical framework of resource alloca-
tion to information security was obtained, as dis-

played in Figure. 6.
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Figure. 6

Theoretical framework of resource allocation to information security
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Internal Resource Allocation in Cities

In a city, subjects relating to information secu-
rity are classified into enterprises, users and gov-
ernment, and users can be classified into legal and
illegal ones. The relationship between subjects
relating to information security is shown in Fig-
ure. 7. Enterprises, as undertakers of information
security and providers of data and services, have
certain relationships with the government and
users. They provide a good enough guarantee of
information security for the government and users
to prevent illegal users from embezzling resources
and provide normal data services for legal users
(including the government). The government
plays a certain role in supervising behaviors of
enterprises through incentives and punishment
measures; users decide their asset allocation by

whether to buy products and services or not.
Therefore, for enterprises, to realize their own in-
terests, they have to consider both management
and economy in combination and, choose and
distribute various products and services relating to
information security, so as to gain the best results
with the least investment. As the users of infor-
mation security, users can choose to legally obtain
the data and services provided by enterprises, or
illegally intrude into the information system to
benefit themselves by stealing, spying or tamper-
ing data. The government is the supervisor and
one of users o? information security, which can
not only obtain the data and services provided by
enterprises, but also supervise enterprises through
incentives and punishment measures.

Figure. 7
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Complementary External Resource Allocation

For the complementary external resources of a
city, if the city is intruded by illegal users, the in-
trusion may not affect other cities. For example,
the parts of a certain type of equipment are pro-
duced in Cities A and B. If illegal users only in-
trude into City A or City B, they cannot obtain
the final assembly of the equipment. Only when
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the two cities are illegally intruded can illegal us-
ers obtain all the information of the equipment.
This increases the difficulty in intrusion by illegal
users, thus ensuring information security to a cer-
tain extent. However, in practice, enterprises relat-
ing to information security in the two cities may
not be willing to cooperate with each other.
Therefore, for the complementary external re-
sources of the cities, resource allocation in the
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non-cooperated and fully cooperated cases needs
to be considered. In the meanwhile, the incentive
agreements can be signed when enterprises coop-
erate, that is, if illegal attack to the enterprise in
City A gets the enterprise in City B involved, the
enterprise in City A needs to pay a certain com-
pensation to the enterprise in City B. A relation-
ship between subjects relating to information se-
curity of complementary external resources in cit-
ies is demonstrated in Figure. 8.

4.4 Alternative external resource allocation

For alternative external resources between cit-
ies, when illegal users intrude into City A, the
incremental benefits of intruding into City B are
much lower than its costs, indicating that the re-
sources of the two cities are alternative. For alter-
native external resources, illegal users can obtain
the required resources in any one of the cities, and
then stop attacking immediately thereafter; on the
contrary, if illegal users fail in attacking City A,
they may continue to attack City B. For instance,
City A (where certain equipment is produced)
and City B (where the equipment is sold) are
connected through the network, and City A can

search information, such as inventory, sales vol-
ume and unit price in City B. If illegal users want
to obtain the information, they can attack City A
or City B. A relationship between subjects relating
to information security of alternative external re-
sources in cities is illustrated in Figure. 9.

Weakly Correlated External Resource Alloca-
tion

For weakly correlated external resources in cit-
ies, the benefit of information security is mainly
achieved by sharing of information security. Cities
can also reduce the input by information sharing.
If cities A and B choose to share information,
then they are able to learn information of illegal
users, system vulnerability, and path upgrading of
cach other, thus informing relevant departments
to make preparation in advance. If they do not
choose information sharing, cities can only be
engaged in construction of information security
alone, which turns to internal resource allocation
in cities. The relationship of subjects relating to
information security of weakly correlated external
resources in cities is shown in Figure. 10.

Figure. 8
Relationship between subjects relating to information security of
Complementary external resources in cities
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resource allocation

Resource allocation
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Tob Regul Sci.™ 2021;7(4-1): 805-815

Influence

Attack

812



Jun Li et al.

Resource Allocation to Information Security in Smart Cities Based on Evolutionary Game

Figure. 9
Relationship between subjects relating to information security of
alternative external resources in cities
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Figure. 10 Relationship between subjects relating to information security
of weakly correlated external resources in cities
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CONCLUSIONS

At present, the design of the majority of smart
cities lacks overall consideration and faces large
network security risks. Particularly, problems re-
lating to information security have become an
obstacle in the development of smart cities. How
to reasonably allocate existing resources in cities
and avoid these risks in information security as
much as possible so as to gain the highest benefit
has become a practical problem faced in the
healthy development of smart cities. On the basis
of discussing relevant concepts and technical the-
ories, the research established the index system of fac-
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tors influencing resource allocation to infor-
mation security from aspects including resources,
threat sources, vulnerability, and safety measures.
The system includes four first-level indexes, nine
second-level indexes, and 31 third-level indexes,
which all play a significant role in resource alloca-
tion to information security. Furthermore, the
factors and mechanisms that influence infor-
mation security were analyzed and the basic theo-
retical framework of resource allocation to infor-
mation security was built based on evolutionary
game. The resource allocation to information se-
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curity is divided into internal and external re-
source allocation in cities, and the latter can be
sub-divided into complementary, alternative, and
weakly correlated external resource allocation.
Moreover, subject relationships under various cir-
cumstances were analyzed under the framework.
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